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Problem Statement

The Problem: There is little known about the diversity of DNS resolver behaviors. Yet, DNS is a critical part of
iInternet infrastructure; therefore, it's important to understand DNS behaviors and specifics.

The Challenge: The complexity, diversity, and decentralized nature of DNS makes it difficult to enumerate
behaviors. Additionally, there is little previous research on the subject.

Our Approach: We analyzed DITL traces at B-root, collected between 2013-2022 (one day per year). We

guantified malformed queries and identified dominant query senders. We also analyzed how query composition
changed over time.

4 Overview N Background - What is DNS?

Dataset

e "ADay in the Life of the Internet” (DITL) DNS
guery dataset

e 4.4 Billion DNS Queries, collected across 10
years (2013-2022) during one specific day per
year

e The Domain Name System (DNS) is the internet's
system for mapping an alphanumeric web address
(e.g., www.foo.com) to its respective IP address

This system is invoked whenever a remote server is
accessed (a URL is visited, an API request is made,
or a server is SSH-ed into, etc)

e We sampled all queries between 12pm-1pm DNS is critical internet infrastructure

Methodology DNS Query :> ONS Servers :> IP Address

e \We developed a query classification method: (www.foo.com) (12.34.56.78)
o To identify valid/expected queries K

o To identify common patterns of malformed -
queries / PreVIOUS WOrk \

e “ADay at the Root of the Internet” - A DITL dataset

. . analysis from 2008. Below is the taxonomy of queries (in
e \We conducted sender analysis stratified across %) across 8 root servers, based on 2008 DITL data.
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e \We collected general sender statistics

Valid 2006 23 2.1 2N

\\ Empty queries “.” / \\"alid 2007 4.1 2.3 1.8 44
/ Current Results

General Query Classification Top Sender Analysis

We stratified ~100 million 2022 DNS queries by e \We analyzed the sender taxonomy for top senders
query characteristic (in %): to B-Root in 2022.

Key Insights: e Key Insights:

o High % of empty queries e o AWS alone accounts for 13.4% of B-Root DNS queries

o Small % of valid TLD o High % of one-word and Invalid-TLD queries

o Very low % of Valid TLD and empty “.” queries

.com: 4.30 l
.net: 3.01 N

1 1 1 !
.arpa: 0.76 = (% O nvalid-TLD
..orq:0.61 - : One-Word
.info: 0.30 0 valid-TLD

.ru: 0.25 = o .
D e En] t F
.uk: 0.21 P%)

Other Valid TLDs (<.1% frq): 7.57

.internal: 6.86 I
Valid TLD: 17.01 Jlocal: 4.25 B

2022 Queries: 100.00 home: 077 =
.corp: 0.36 —

.invalid: 0.36 —
Jan: 0.27 —

Percentage Of 2022 Queries

| Invalid TLD: 24.99

Other Invalid TLDs (<.1% frq): 5.40
All Numbers TLD: 1.02 =
Bad Encoding TLD (./xxx/xxx): 5.02

% |
Appletalk: 0.68 — &
One Word: 20.29 com: 6.40 I ' ‘ |
('II
/o , N N N N N N O\ N )
‘;_bQ \\l ‘c’\— bl'\ v "4} /b??vl \\ ﬁ’\%
Q-+ QQ’. & « S @. A

Minimized Queries: 8.49 I net: 0.46 —
ora: 0.14

ﬂ'. " 'u'
arpa: 0.14 ) Vv R
Other Anonymous Queries (<.1% frg.): 1.35 5 o\ \.“,\ \'} : f = ~ o N
o T ; ’ < < S
. z o ] AN >, % ™
Misc. No TLD: 9.81 I + o R . ) A
~ Lo
Chromium-Resulting: 1.99 = P

If interested contact ginesin.j@northeastern.edu - .
Work performed under REU Site program USCVlterbl
supported by NSF grant #2051101 Selvonlloff B

1 nfarmaz‘z’an Sciences Institute




